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SOC VERIFICATION
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SOC VERIFICATION: SYMBOLIC QED
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SYMBOLIC QED
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SYMBOLIC QED: DRASTIC BENEFITS

INFINEON case study: 16 automotive IP versions verified over 5 years
2. 60X Productivity
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Hardware security applications
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https://github.com/upscale-project/generic-sqed-demo

INSTRUCTION-LEVEL
ABSTRACTION



SOC VERIFICATION: INSTRUCTION LEVEL ABSTRACTION

System on Chip

Processor cores

Analog / Mixed Signal



Open Source Hardware:
Need for Formal Specification

AES Specification Document from OpenCores.org

-
'\) OpenCores AES Core Specifications 2/21/201

Figure 2: Architecture of AES-256 core

AES-128, AES-192, AES-256 cores have the similar architecture. Each of them consist
of two pipelines. The first pipeline transforms the 16 bytes state. The second on
computes the 16 bytes key used in each round.

State transformation pipeline

The first pipeline uses two clock cycle for each round of transformation.

In the first clock cycle, the pipeline does three steps, including sub_bytes -
substitution step where each byte is replaced with another according to a lookup tabl

https://opencores.org/projects/tiny_aes

Distribution: Fundamental Research

Informal, ambiguous, possibly
Incomplete

Limits implementation verification,
limits adoptability

Instruction-Set Architecture (ISA)
works for processors — beyond
processors?

Instruction-Level Abstraction (ILA)
» Generalizing ISAs to beyond
processors
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module top(
iInput clk,
Input rst,

output data,







MSDSL

Write Python model
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Automatically compiled into
synthesizable SystemVerilog
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msdsl is on GitHub:
https://github.com/sgherbst/anasymod




ANASYMOD
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run emulation results
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https://github.com/sgherbst/anasymod
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https://qgithub.com/sgherbst/hslink-emu



https://github.com/sgherbst/hslink-emu
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