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Sensors are everywhere

DOI:10.1145/3178402 COMMUNICATIONS OF THE ACM

Risks of Tfusting
the Physics of Sensors

Protecting the Internet of Things with embedded security

Wicked Bizarre Physics of Sensor Security * k.fu@northeastern.edu -+ spqrlabi.github.io




AHEAD OF WHAT'S PO:

Computers have always been vulnerable to analog cybersecurity
threats
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Results: Waveforms & Responses
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Figure 2. MEMS accelerometer board and mounting wiith
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Novel medical devices are growing
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https://www.fda.gov/media/164837/download

Medical device security guidance
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$3.5T once-in-generation public investment

Inflation Reduction Act

Bipartisan Infrastructure Law
Source: https://read.nhbr.com/nh-business-review/2022/08/26/+#?article=4013034

CHIPS and Science Act
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Office of the National Cyber Director’s perspective

Baked-in Security Partnerships

« Standards and requirements
« 2022 National Cyber-
Informed Engineering
Strategy
« 2023 National Cybersecurity
Strategy

Security-by-design

Hardware bill of materials

Software bill of materials

Distribution Statement A — Approved for public release. Distribution unlimited.

- Incentives(grants, funding, etc)



Example focus area: Securing the Clean Energy Transition
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Background
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Designer vs. security perspectives

Easily broken window
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Well protected front door

You will open door for us
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Attackers, ever resourceful

Old is still new?

2008 2022 (with robots)
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Commoditization of attacks
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