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System Security Integration Through Hardware and 
Firmware (SSITH)

Eliminate hardware vulnerabilities
• Many cyber attacks are software 

exploiting hardware vulnerabilities
• SSITH closes hardware loopholes by 

restricting system to allowed states
• Verified using formal methods
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Electronic Systems Need Better Hardware Protection

SSITH eliminates whole classes of hardware vulnerabilities 
and will address current and future vulnerabilities

Today: Patch and Pray Tomorrow: SSITH
*2800 vulnerability instances

2800 software patches
SSITH will protect against

all 7 hardware classes

*2015 MITRE-recorded hardware vulnerabilities 

Technical Approach
Aut om a t e d  s ys t e m  s e curit y m e t ric s  
fra m e w ork a nd  t ools ; ob je c t ive  
a na lys is ; us e s  form a l m e t hod s ; GFE 
IP d e ve lop m e nt  a nd  s up p ort : RISC- V 
b a s e line  for e va lua t ion .

Technical Approach
Ta gs  on  e ve ry w ord  of d a t a  a nd  e ve ry 
ins t ruc t ion  im p le m e nt  b ound s  che cking 
a nd  p e rm is s ions ; e nca p s u la t ion ; form a l 
m e t hod s  t o  ve rify s e curit y; s e curit y 
a rch it e c t u re  e xt e nd e d  t o  DMA e ngine s

Technical Approach
Ha rd w a re  s e curit y com p ile r w it h  e nd - t o-
e nd  form a l ve rifica t ion ; ge ne ric  s up p ort  
for t a gging p olic ie s ; com p a rt m e nt a lize d  
s e cure  e nc la ve s .

Technical Approach
Ant i- fra gilit y a p p roa ch  le a rns  
from  a t t a cks ; m a ch ine  le a rn ing 
b a s e d  on  Ha rd w a re  
Pe rform a nce  Re gis t e rs ; e ffic ie n t  
X86  im p le m e nt a t ion  le ve ra ging 
m ic ro- op s .

Technical Approach
High  e n t rop y (ha rd  t o  ha ck) p lus  ra p id  
churn ing (no  t im e  t o  e xp lo it ) t o  m e d ia t e  
“und e fine d  s e m a nt ic s ”; t a gging; 
e nc ryp t ion ; re loca t ion  of m e m ory a re a s .

Technical Approach
Com b ina t ion  of e ffic ie n t  t a gging, fe nce d  
re gions , p ro t e c t ion  d om a ins , p e r- t h re a d  
ke ying, a nd  m e m ory e nc ryp t ion ; s e curit y 
ha rd w a re  in  p a ra lle l w it h  CPU; No s ource  
cha nge s  (b ina ry a na lys is ).

Technical Approach
Eve ry w ord  ha s  m e t a d a t a  + e ve ry 
ins t ruc t ion  is  che cke d  b a s e d  on  
fle xib le  s e curit y m ic ro- p olic ie s  d e fine d  
in  s oft w a re  (DSL); 
com p a rt m e nt a liza t ion ; PPASS 
w orkb e nch .
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